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Abstract

This article should help the non-UNIX savvy computer user to get along
with an UNIX operating system. It mainly focuses on how to use the com-
mand line. Details not concerning the casual user have been omitted. It
should be suited for Sun Solaris, FreeBSD, and Linux systems.
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1. Typographical Conventions

$ld: typography.xml 2330 2009-04-17 15:45:527Z rafi $

Text you see on the screen appears in a shaded box like this.
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Text on aline after the $ symbol is what you would type in. Commands are in bold letters,
and directory and filenamearesetint hi s font.

2. The Terminal

$ld: terminal.xml 1404 2009-01-08 00:47:04Z rafi $

The terminal or console is a text based interface to the operating system. It does not feature
graphical widgets, so you need to type in the commands using the keyboard only. There is
however asmall difference between aterminal and aconsole. A consoleisdirectly attached to
the computer, aterminal can be opened over the network or inasimilar fashion. Thisdifference
does not affect the way you interact with the operating system. Therefore | will use those two
terms interchangeably.

On FreeBSD and Linux you can switch from the graphical user interface, to the console by
pressing simultaneously Ctrl+Alt+Fx where Fx isone of the F1to F12 keys. Sun Solaris does
not support switching from the graphical user interface to a console, so this key combination
has no effect on Sun Solaris.

Example 1. Switching to the console on FreeBSD

You will be prompted to enter user name and password. After that, you're ready to use the
console.

FreeBSD/ i 386 (penny. exanple.org) (ttyv0)

| ogi n:

If you do not want to |eave your graphical user interface, you may open aterminal. It islikely
that you will find an entry for aterminal somewherein the menu of the graphical user interface.

It is possible to open aterminal on aremote UNIX system. Type the following command in
aterminal

$ ssh user nane@ost nane

Replace the user name with your user name on the remote system and host nane with the
host name of the remote host. For instance,

$ ssh joe@enny. exanpl e. org
Passwor d:

Asyou can see, you will be prompted to enter the password for the user name you specified.

The above command will only work for remote system allowing SSH Connections (SSH stands
for “Secure Shell”). In earlier days of UNIX, there were several other ways to connect to a
remote system, telnet, rsh etc., to name only a few, but they were all insecure. They transmit
your password unencrypted over the wire, so it is possible for anybody to read it.
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2.1. The Shell

The shell is the program that lives inside aterminal and takes commands from you. As every
where in the UNIX world, there is more than one way to do things, and so there exist many
shells. The bash shell isthe default shell on most Linux systems. FreeBSD favorsthe tcsh shell
(tcsh stands for “Tenex C-Shell™). Sun Solaris uses sh (sh smply stands for “ Shell”, on which
bash is based on), and ksh (“Korn Shell”).

All shells provide a prompt (also known as command line). This is the place you enter com-
mands. Depending on the shell and its configuration, the prompt may appear differently, but
aways serves the same purpose.

Example 2. Different prompts
A simple sh prompt
$

Default bash prompt

bash- 3. 00$

A customized tcsh prompt

jack@al ma ~/ uni xsurvi val gui de>

Bash, ksh, and tcsh shell have anicefeature called file name completion. File name completion
alowsyou to enter some portion of the command or file name and make the shell completethe
rest. By default, the bash shell invokes file completion if you press the Tab key. Tcsh needs
you to press the Ctrl+D, and ksh Alt+Esc in order to invoke the file name completion. If the
portion to complete is ambiguous, they will show alist of possible completions as shown in
the following example

Example 3. File name completion

$ ema

enacs emacs- chooser emacscl i ent
emacs- at hena-22.1 emacs- gt k-22.1

$ ema

To leave the terminal, you can type in logout, or if that doesn't work because you are not in
alogin shell (UNIX will tell you if you try logout) type exit. A short-cut is always using the
key combination Ctrl+D (yes, it's the same key combination as used by the tcsh for command
completion, so you have to be careful when using this combination in a tcsh shell).

3. Users

$1d: user.xml 2331 2009-04-18 12:59:527 rafi $
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UNIX is a multi-user operating system, meaning that it is possible for several users to work
concurrently on the same system. Thus, UNIX needs a way to identify the user for login and
security purposes. Thisiswhere your user name and password comes into play. Each user has
a user name and a password which identify him or her on the system. The users are stored in
[ et c/ passwd.

On regular UNIX systems, there exists a user called root. Root is the most powerful user,
because he literally can do as he please. The file permissions do not apply to him, he can
configure the system, create and delete users, change passwords, reboot and halt the system,
you nameit. | mention this user only for completeness.

Users can belong to groups, which are a way to manage access to files (see al'so Section 5.4,
“Fileand Directory Permissions’). Groupsare away to give several users (the group members)
accessto files and directories in one whoop. Users can belisted in several groups. Last but not
least, each user hasits own home directory asdescribed in Section 5.1, “ The Home Directory”.

3.1. User related Commands

User related Commands

id Returns the “user identification”. On Sun Solaris the output looks like this

$id
ui d=1010(j oe) gi d=1010(] oe)

On FreeBSD and Linux the output looks more confusing

$id

ui d=1001(j oe) gi d=1001(j oe) groups=1001(j oe), O(wheel ), 4(tty)
,92(gdm, 99(vi deo), 700( cdrom), 701(f | oppy), 702( speaker), 703( mou
nt), 704(usb), 1100( nedi a) , 999( users)

The important thing with both outputs is the uid. The uid is the number
internally assigned with your user name. UNIX does not think of users
in terms of user names, but as uids. The user name is only provided for
convenience, so you don't have to remember your uid.

groups To find out to which groups you belong, type in the command groups. It
will display al the groups you belong to. Groups are used to give access
to files and directories as explained in Section 5.4, “File and Directory

Permissions’.

who am i If you need to find out as which user you are logged in (yes, this happens
sometimes), type in the command who am i. On Linux it prints out some-
thing like this
$ who amii
j oe pts/1 2009- 01-01 14: 05 (sal ma. exanpl e. org)

in the first column, you will see your user name.
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If you type only who, you will see who is also currently using the com-
puter, as shown below

$ who

j ack consol e Jan 1 12:21 (:0)

j ack pts/ 7 Jan 1 13:21 (:0.0)

j oe pts/ 4 Jan 1 16:04 (penny. exanpl e. or g)

averel | pts/ 8 Jan 1 16:04 (penny. exanpl e. or g)

william pts/9 Jan 1 16:05 (una. exanpl e. or g)

j oe pts/ 10 Jan 1 16:06 (ava. exanpl e. or g)
su The su command lets you switch to another user (switch user).

$id

ui d=1006(j ack) gi d=1006(j ack)
$su- william

Passwor d:

$id

ui d=1002(wi | I'i am) gi d=1002(wi | I'i am)

The dash is used to make the user switch behave like afull login. After the
dash, type the name of the user you want to switch to. Of course, you need
to type in the user's password, else security would be compromised.

passwd This command lets you change your password. The usage is smple, as
shown by Example 4, “ Changing the user password” (please note, that the
messages may vary from UNIX to UNIX). After using this command, the
next login you'll do, you have to enter your newly set password.

Example 4. Changing the user password

$ passwd

Changi ng password for joe

(current) UN X password:

Ret ype new UNI X password:

passwd: password updat ed successful ly

I mportant

UNIX is case-sensitive, so please make sure you remember the
capitalization of the letters, else you will be locked out from your
account.

4. Commands

$ld: commands.xml 2330 2009-04-17 15:45:527 rafi $

You're aways using commands when dealing with a terminal. Y ou need to type them in at
the shell prompt in order to do something. The shell then executes the command and shows
you that it is done with it when displaying the prompt again. In order to execute the command,
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which by the way is nothing more than a program, the shell needs to know where to search for
commands. Thisistold the shell using the PATH environment variable. It holds the paths to
search for commands by the shell. To see the contents of this variable, type in the command
as shown by the example Example 5, “The PATH environment variable’.

Example 5. The PATH environment variable

The echo command can be used to print text and variablesto the screen. To seethe value of the
PATH environment variable, type the command as shown below. Unfortunately, it is beyond
the topic of this article to fully explain what environment variables are and how to deal with
them.

$ echo $PATH
/' sbi n:/bin:/usr/shin:/usr/bin
$

Asyou can seg, the paths are separated by colons.

If you type in a command in the shell, the shell searches for the command in the directories
/'sbin,/ bin,/usr/sbin,and/ usr/ bi ninexactly thisorder, given the PATH environ-
ment variable is set according to the example above. It starts the command first found. So, if
you happen to have a command named foo in/ sbi n and / bi n it will always start the one
found in/ sbi n because of the order given.

Suppose you want to execute a command in a directory other than the ones specified in the
PATH environment variable, you have to enter the full file name

Example 6. Executing a command not in your PATHenvironment variable
$ / hone/ j oel f oo/ bar

én

Y ou mostly won't start commands by simply using their name on the command line, but you
want to tell them how they should behave. Y ou do this by supplying command line arguments,
which are mostly referred to as options or switches. Every command takes different arguments,
but the way you specify them ismost of thetimethe same, as shown in the example Example 7,
“Command line arguments’

Example 7. Command line arguments

$ sonmecommand [argl] [arg2] ... [argN]

Asyou see by the example, you can specify more than one argument, but the key point is that
they are separated by spaces. Another important thing to note is, that almost every command
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line argument starts with adash (- ) if it consists of only one letter, or by two dashes (- - ) if
the option is aterm. Those are called long options. However, that is a rule of thumb, and the
programmer of the command is free to expect the options in their own way. Therefore, each
well programmed command has an option that will display a help text to the user, which is
mostly invoked using either - h, or - - hel p, as shown in the example Example 8, “The help
switch”.

Example 8. The help switch

$ yapet -h
YAPET 0. 2

yapet [-c] [-h] [-V [<filenanme>]

-c, --copyright show copyright information

-h, --help show this hel p text

-V, --version show the version of YAPET

<fil ename> open the specified file <fil ename>

YAPET stores passwords encrypted on disk using the bl owfish al gorithm
The encryption key is conputed fromthe nmaster password usi ng md5, shal, and
ri pend- 160 di gest al gorithms producing a 448 bit (56 bytes) key.

Most commands allow you to group single letter options together. As an example, I'll use the
Is command, which is explained in more depth in Section 5.2, “ The |s Command”

Example 9. Grouping command options

Y ou can give each options separated with a space

$1s -1 -a-h

total 84K

drwxr-xr-x 2 joe joe 42 2009- 01- 03 00: 34 .
drwx------ 80 j oe joe 8.0K 2009-01-03 00: 33

-rwr--r-- 1 joe joe 40 2009-01-03 00: 34 filel
-rwr--r-- 1 joe joe 123 2009-01-03 00:34 file2
-rwr--r-- 1 joe joe 62K 2009-01-03 00:35 file3

or you might group them together, as such

$1s -lah

total 84K

drwxr-xr-x 2 joe joe 42 2009-01-03 00: 34 .
drwx------ 80 joe joe 8.0K 2009-01-03 00: 33

-rwr--r-- 1 joe joe 40 2009-01-03 00: 34 filel
-rwr--r-- 1 joe joe 123 2009-01-03 00:34 file2
-rwr--r-- 1 joe joe 62K 2009-01-03 00:35 file3

which produces the same resullt.
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Sometimes you want to know where the command you want to start islocated. UNIX provides
the command which for this purpose. It displays the full path where the command is located.
Which uses the PATH environment variable to locate the command in question. See the ex-
ample below.

Example 10. The which command

$ which gtar
[usr/sfw bi n/gtar

If the command is not found, which prints an error message

Example 11. Error message of which

$ whi ch dunno
dunno: Command not found.

4.1. Piping

UNIX alowsyou to feed the output of one command to another command for further process-
ing. Thisis called piping. The output is redirected to another program by concatenating the
two commands using the pipe symbol “|". The next example should make this more clear.
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Example 12. Redirecting the output using a pipe

Suppose you have a file containing an unordered list of names. You want to find all names
containing a certain sequence of characters and print out all those names in a sorted fashion.
Y ou would need two commands to accomplish this, namely grep which searches for charac-
ter strings in a file and sort which sorts the input it receives. Assuming your list is called
nanes. t xt . Start first with grepping the file for the sequence “in”, you would do

$ grep 'in' nanes.txt
which produces the output that is obviously unsorted

M ndy
Franklin
Erin

G ndy
Joaqui n
Virginie
Josephi ne
Her mi ne
Ri na
Colin
Nadi ne
Vi nce

$

if you do it again, but piping the output to sort, it looks more the way we want it

$ grep 'in' nanes.txt | sort
C ndy
Colin
Erin
Franklin
Her m ne
Joaqui n
Josephi ne
M ndy
Nadi ne

Ri na

Vi nce
Virginie
$

Y ou can pipe to any command that reads from the standard input. Refer to the man page (see
Section 4.2, “Man Pages’) of the command in question to find out whether or not it supports
piping. For example, the man page of sort states that

[...]

SYNOPSI S
[usr/bin/sort [-bcdfimvhru] [-k keydef] [-0 output]
[-S kmen] [-t char] [-T directory] [-y [kmen]]
[-z recsz] [+posl [-pos2]] [file]...

10
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[...]

OPERANDS
The follow ng operand i s supported:
file A path name of a file to be sorted, nerged or
checked. |If no file operands are specified, or if a
file operand is -, the standard input is used.

[...]

The standard input is where the command reads the keystrokes when you're typing on the
keyboard. It's counterpart isthe standard output. The output of commandsyou seein aterminal
is printed to standard output. The standard input is for reading and the standard output is for
writing by the program.

Y ou might wonder why they are called standard input and output. Well, if the program does
not setup things differently, they are the default input and output “ channels’. A program might
read from afile, which is not a standard input. Same applies when writing to afile, which is
not standard output..

4.2. Man Pages

UNIX provides a help system called “Man Pages’, which is short for “Manual Pages’. Most
commands come along with a man page. You simply need to type in man and provide the
command you want to know more about as argument as shown in Example 13, “Example of
aman page”’ below.

Example 13. Example of a man page

$ man |s
LS(1) FreeBSD General Commands Manual LS(1)
NAVE
Is -- list directory contents
SYNOPSI S

|'s [-ABCFGHI LPRSTUWZabcdf ghi kl mopgr st uwx1] [file ...]

DESCRI PTI ON
For each operand that nanmes a file of a type other than directory, I|s
displays its nane as well as any requested, associated information. For
each operand that nanes a file of type directory, |s displays the nanes
of files contained within that directory, as well as any requested, asso-
ciated infornation.

[...]

Man pages are divided in sections. If you don't specify the section when invoking the man
command, man searches all the sections and picks the first manual page it finds. In fact, it is
possible for commands to appear in more than one sections, as shown in the example below.
The example uses the whatis command that displays a one-line summary about commands.

11
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Example 14. Example of a command that appearsin more than one man
page section

$ whatis tr
tr tr (1) - transl ate characters
tr tr (1b) - translate characters

Asyou see by the example above, thetr command islisted in the section 1 and 1b (the sections
are shown in parentheses). The Table 1, “ The standard man page sections”’ lists the basic man
page sections. To display a man page from a particular section, you enter the man command
in the following manner under FreeBSD and Linux

$ man <section> <cndnane>

Under Sun Solaris you would enter it like this

$ man -s <section> <cndnane>

where you replace <sect i on> by the section number and <cndnane> by the command
name.

Table 1. The standard man page sections

Section # Topic
Commands available to users

Unix and C system calls

C library routines for C programs

Special file names

g | W N PP

File formats and conventions for files used by
Unix

Games

Word processing packages

8 System administration commands and proce-
dures

4.3. Pagers

Many times, the output of commands won't fit on your screen because it has more lines than
your screen has. This is when pagers come into play. They can be used to “scroll” thru the
output of commands.

Thetwo most commonly used pagers are mor e and less. M or e is somewhat archaic, since you
can scroll down only. Lessis more user friendly. Both programs scroll down an entire screen
when you press the SPACE key, and one line at a time when you press the RETURN key.
They quit on the g key. When using less you can use your cursor keys to move up and down.

12



UNIX Surviva Guide

Both commands can be used to pipe output into them, as Example 15, “The usage of more
or less’ shows.

Example 15. The usage of moreor less

$ ps ax | less

PID TT STAT TI ME COVIVAND
0 ?? DLs 0: 00. 05 [ swapper]
1 ?? SLs 0:00.02 /sbin/init --
2 ?? DL 0: 01.50 [g_event]
3 ??2 DL 0: 01.02 [g_up]
4 ?2? DL 0: 00. 95 [g_down]
5 ?2? DL 0: 00. 00 [xpt _thrd]
6 ?? DL 0: 00. 00 [thread taskq]
7 ?? DL 0: 00. 00 [ kqueue taskq]
8 ?? DL 0: 00. 00 [acpi _task_0]

For an explanation of the ps command, see Section 6, “Processes’. The important thing to
grasp here, is that less takes the output from the ps command, and displays only a screen full
of text and let you scroll thru the remaining text (mor e could have been used as well).

5. The File System

$ld: filesystem.xml 2331 2009-04-18 12:59:527Z rafi $
| mportant

File and directory names are case-sensitive in UNIX. For instance, the file names
figures.txt andFi gures.txt aredifferent filenameswhen it comesto UNIX.

The file system is the place where files are stored. Files can be grouped in directories (also
known as“folders’). Directories are hierarchically organized, which can be thought of asatree
(see Figure 1, “An excerpt of the directory structure of the FreeBSD operating system”). The
start point, or top-level directory of the file system is called root (not to be confused with the
user also called “root”). Everything elseisasub-directory of theroot directory. Sub-directories
can have an arbitrary number of other sub-directories, and so on.

13
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Figure 1. An excer pt of the directory structure of the FreeBSD operating
system

- bin

- etc
|-- X11
| -- defaults
[ ...

- rc.d

T ——
[

- hone
[-- william
“-- averell
- lib
- shin
- usr
|-- X11R6
|-- bin
| -- doc
| -- include
[-- lib
[ ...
| -- loca
| -- ports
| -- sbin
| -- share
T-- src
- var
- account
- log
- mail

,_________________.
' [ [

- run
-- spoo
-- t rrp
- yp
To put it plain and simple, directories are like chapters in a book, sub-directories are sub-
chapters, which can be even further divided in sub-sub-chapters etc. The root directory isthe
book itself, and files would be paragraphs of chapters.

To reference adirectory, you use a path. There are two types of paths

absolute paths which aways start at the root, for instance/ usr/ sbi n

relative paths which are relative to the current directory, for instance sbi n

The dlash / isused to separate directory namesin a path. The path/ usr/ shar e/ doc, for
instance, pointsto the root directory (*/ "), in thereto the usr directory. The next component
pointstotheshar e directory whichisasub-directory of / usr . Thelast component eventually
pointsto thedoc directory in/ usr/ shar e.

Asyou have seen, theroot directory is not named “root” but isonly thesingle/ character. As

opposite to a Microsoft based operating system where for each drive a separate directory tree
exists, UNIX has only one directory tree. Everything else is part of that directory tree. Thus,

14
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you cannot be sure whether or not the directory you are currently inisreally on your computer.
But you do not need to bother either.

For you as user, the most important directories are / bi n, /usr/ bin, and / usr/ | o-
cal / bi n. These are the directories most commands you work with are stored in. There may
be other directories, but that depends on the operating system. Under Sun Solaris, for instance,
the directories/ usr/ sf w/ bi nand/ opt / sf w bi n hold some useful commands as well.

You are dways in adirectory. Sometimes it is not so obvious, sometimes it is more obvious.
Thusthereisanimportant term current working directory (cwd). The current working directory
iswhat its name says, the directory you are working in.

In every directory, there are aways two special directories. Oneissimply named. (onedot),
and the other . . (two dots). Two dots stands for the parent directory of the directory they are
in. So, for example, if you are in the directory / usr/ bi n, the two dots point to / usr (see
Example 16, “The two dots (..) directory”).

Example 16. Thetwo dots(. . ) directory

The cd command is used to change directories, and pwd is used to show the personal working
directory which is equivalent to cwd (see also Section 5.3, “File and Directory Commands”
for an explanation of those two commands).

$ pwd

[ hone/ j ack/ t est
$cd ..

$ pwd

/ horre/ j ack

$

5.1. The Home Directory

Each user has a home directory. If you do afresh login, you will most likely find yourself in
your home directory. Under Linux and FreeBSD the home directories are located under the /

hone directory. On Sun Solaristhey arekeptinthe/ expor t / hone directory. Regardless of
the system, they are called the same asyour user name. If the user nameis“joe”, thefull path of
the home directory would be/ hone/ j oe under FreeBSD and Linux and/ export / home/

j 0e under Sun Solaris.

The home directory is your directory, and you are by default the only person having access
to it (of course, root has access, t00). Programs store their settings in that directory, and you
should useit to store your data, unless advised otherwise by your UNIX administrator.

5.2. The s Command

If you want to know the content of a directory, you'll want to use the Is. It lists the content
the of the directory you specified, or the content of the current working directory if you don't
specify adirectory
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$1s

AdobeFnt . | st dat a exanpl e.org schemas. xm ~
agent-info Deskt op I'i bwi ndow SunSt udi oPr oj ect s
anal ysi s1.tex Docunent s medi a t est

bi n files pgadm n. | og uni xsur vi val gui de
cert GN\Ust ep schemas. xm

$1s /tnp

0_sun_studio_12 nc-j ack

gpg- X0ygPY ogl _sel ect 341

hsper f dat a_noaccess opera-9. 63-2474. gcc3-static-qt3

hsper f dat a_r oot opera-9.63.gcc3-static-qt3.tar. gz

kde-j ack ssh- YZysV664

ksocket - j ack

May be you want some more information on the files, you could try the -1 option, which
produces something like that

$1s -l

STWr--r-- 1 jack j ack 494 Dec 28 22:05 abstract.xmn
STWIr--T-- 1 jack j ack 115 Dec 28 22: 00 commands. xni

dr wxr - Xr - X 4 jack j ack 27 Dec 28 22: 04 docbook

STWr--r-- 1 jack j ack 6496 Dec 28 22:18 fil esystem xm
STWIr--T-- 1 jack j ack 852 Dec 28 22: 05 Makefile

STWr--T1-- 1 jack j ack 166 Dec 28 22: 05 processes. xm
STWr--r-- 1 jack j ack 123 Dec 28 22:00 term nal . xm
STWIr--T-- 1 jack j ack 59645 Dec 28 22: 18 uni xsurvival gui de.fo
SFTWr--r-- 1 jack j ack 9566 Dec 28 22:18 uni xsurvi val gui de. ht
STWr--r-- 1 jack j ack 1195 Dec 28 22: 05 uni xsurvi val gui de. xm

The table below explains the columns printed by thelsusing the- | switch (from left to right).

Table2. Theoutput of I s -1 explained.

Column#  |Description

1 The permission of the directory or file as discussed in Section 5.4, “File and
Directory Permissions’. However, the first character describes the type of the
directory item. If it showsthe letter d the entry describes adirectory. Isadash
(- ) printed, the entry in question is aregular file.

2 The meaning of the number in depends of the type of the entry. If the entry is
adirectory, that is the number of files (and only files) in the directory. Should
the entry happen to be afile, that number represents a count of hard-links to
that file (see also Section 5.5, “ Special Stuff”).

3 Name of the user that owns that file or directory. For each directory or file,
there can be only one owner. The owner can be changed by the owner himself
or root, using the chown command (see Section 5.4.1, “ Commands’ for further
details on chown).

4 The name of the group that has access to the file or directory. As you can
see by the example above, it is possible for groups to have the same name as
users. The system can distinguish between them. The group ownership can
only be changed by the owner of the file or root using the command chgrp
(see Section 5.4.1, “Commands’ for further details on chgrp).
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Column# |Description

5

Thesizein bytesof thefileor directory. Y ou might want to seethat in ahuman
readable fashion. Try | s -1 h and the size will be printed nicely in units of
bytes, kilo bytes, mega bytes, and giga bytes as appropriate.

The time and date of the last modification.

The name of thefile or directory.

In order to display hidden directories and files (see Section 5.5, “ Special Stuff”), cal Is with
the - a option. Each file or directory starting with a dot is hidden directory or file. Hidden
directories and files are not displayed when invoking Is without the - a switch.

5.3. File and Directory Commands

Note
The commands explained below will work on the current working directory if you
don't specify an absolute path.

pwd Returns the current working directory, for instance

cd

$ pwd
[usr/bin

Refer to Section 5.2, “The Is Command”.

The most important command right next to Is. It alows to change the current direc-
tory.

$ pwd

/ hone/ j ack

$ cd /usr/bin
$ pwd
[usr/bin

Y ou can use relative and absol ute paths when invoking cd. For the following exam-
ples, we assume the current working directory is/ horre/ j oe.In/ hone/ j oe ex-
ist the two directoriest np and bi n.

To change to the bi n directory, there exist to ways. the longer way is to specify
the absolute path

$ cd /hone/joe/bin

and the probably preferred way using the relative path

$ cd bin

| el hedi g : bin.
17
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mv

cp

rm

Suppose, you are till inthe/ hone/ j oe/ bi n directory and you want to changeto
the/ homre/ j oe/ t np directory. Again, you have two choices. using the absolute
path, you would enter

$ cd /hone/joel/tnp

or the easy way
$cd../tnp

With the mv command you can move files or directories from one directory to an-
other. It isalso used to rename files or directories.

$ nmv <source> <destinati on>

Replace<sour ce> withthefileor directory nametobemoved. <dest i nat i on>
is the destination where the file is moved to. If it does not exist, mv assumes you
want to rename the file or directory.

Warning
If the destination exists, it will be overwritten without confirmation.

The cp copiesfiles. It has the same syntax as the mv command. If you want to copy
adirectory, usethe - r switch as shown in the example below.

$ cp -r data/ /hone/joe

Warning
If the destination exists, it will be overwritten without confirmation.

rm is used to delete files. You can only delete afileif you have write permission to
the directory thefileisin. Else you would see an error message like that

$ rmfigures
rm figures not renpved: Permi ssion denied

Y ou can aso deletedirectorieswith therm providing the- r switch. Seetheexample
below.

$ rm-r ol ddata

Warning

You must be careful using the - r switch of rm. It deletes everything in
the directory specified including sub-directories without any confirmation
guestion, such as known by Microsoft operating systems. So you once fired
on thewrong directory, you havelittle chance of stoppingit. Especially since
the rm command deletes the files for real, and does not move them to some
recycle bin or trashcan, where you can salvage the files from.
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mkdir  mkdir creates anew directory.

$ nkdir <dirnane>
Replace the <di r name> with the name of the new directory to be created.

rmdir  With the rmdir you can delete an empty directory. The syntax is the same as the
one of mkdir.

5.4. File and Directory Permissions

Welook again at the output of the Isinvoked with the- 1 option and pay only attention to the
first column as shown in Example 17, “Permission bits’.

Example 17. Permission bits

STWIr--T-- 1 joe users 494 Dec 28 22:05 sonefile
drwxr-xr-x 4 joe users 27 Dec 28 22: 04 docbook

The permission bits are displayed in the first column printed by | s -1 .

Not taking the first character into acount, the first column can be divided into three groups
(triplet) of three characterseach. Thefirst triplet describesthe permissionsof the entry applying
to the owner of the entry, the second the permission applying to the group owner. The last
triplet applies to anybody not covered by the first two triplets, or the “other” or “world” in
UNIX speak.

In the example above, the user j oe has set the permission tor w- , thegroup user s tor - -,
and theworldtor - - .

The first character of atriplet indicates whether or not the entry can be read. If ar appears,
the bit is set and thus the entry can beread. A dash would indicate that the bit has not been set.
The second character controls the write accessto an entry. A wstands for write access granted,
and the dash means the bit is not set. The third and last character of atriplet specifies whether
or not the entry can be executed by the operating system. Depending of the type of the entry
(file or directory) its meaning is different. If thisbit isset for afile, it indicates that file can be
executed by the operating system. For example, commands have this bit set. If the entry isa
directory, the execution bit tells UNIX that users are alowed to change to this directory. But
only changing is alowed. If only the execution bit is set on directory, you can do acd to it,
but you wont be able to read the contents of the directory.

See Example 18, “Permission hits revisited” for some examples of permission bits.
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Example 18. Permission bitsrevisited

STWr--1-- 1 joe users

The user j oe has read and write access to the file. The group user s and world have read
accessto thefile.

STWTWT-- 1 root staff

Root andthegroup st af f haveread and write accessto the entry. World hasread-only access.

dr wxr - Xr - X 1 root users

Root has read and write access to the directory. The group user s and world can read the
directory. Root, user s, and world are allowd to change to the directory.

- T WXT - XT - X 1 root bi n

Root has read and write access to the file. The group bi n and world have read-only access.
Root, bi n, and world can execute thefile.

5.4.1. Commands

chmod chmod lets you change the permission bits of files and directories. | will explain
only how to use the absolute-mode, where you specify a number representing the
access hits. Refer to the man page of chmod for more details.

In absolute-mode, the number 1 is used to set the execution bit, 2 for write access,
and 4 for read access. You can combine the mode by adding the numbers, e.g. 6
would mean read and write access, 5 read and execute permission.

With those numbers you construct a three digit number. The first digit represents
the permissions for the owner, the second digit the permission for the group, and the
third the permission for world. See Example 19, “chmod using absolute-mode”.

Example 19. chmod using absolute-mode

I ssuing the command

$ chnod 774 sonefile

would set the permission for the owner and the group of thefilesonef i | e toread,
write, and execute. World would have read access only.

chown Thechown letsyou change the owner of afile. Y ou are only allowed to do so, if you
are the owner. Y ou cannot take over the ownership of afile you don't already own.

The syntax of the chown command is simple:
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$ chown <user> <fil enane>

Replace <user > with the name of the new owner and <f i | enane> with thefile
or directory name of which the owner has to be changed.

chgrp  chgrp isused in the same manner as chown. It will change the group owner of the
file specified. Y ou may only change the group owner if you are the owner of the
file or directory.

5.5. Special Stuff
5.5.1. Hidden Files

It is a convention, that you can hide a file or directory under UNIX by prepending a dot in
front the name. Thisis often used for configuration files in your home directory. You can list
hidden files by invoking Iswith the - a option as shown in Example 20, “List hidden files and
directories’.

Example 20. List hidden filesand directories

$1s -a

. padm nrc
. . pgadmi n3
.acrorc . pgpass
. adobe .printers
.alias . purple
.aspel | . en. prepl . qt

[...]

The entries with adot in front of the name are hidden (except, of course, the first two entries
in the left column).

But you cannot arbitrarily hide files by simply putting a dot in front of the name. The dot is
part of the file name and thus you would change the file name. If you want to reference to a
hidden file or directory, you have to include the leading dot as well.

5.5.2. Links

Y ou can create links to files and directories. From a user's point of view, alink isno different
to afile or directory, but they can be very convenient. Y ou could, for example, create links
to often used directories in your home directory. This would save you from always typing in
the whole path.

UNIX knows two types of links, namely hard-links and soft-links. | won't discuss hard-links
here, because they are somewhat limited.

Y ou can create soft-linksto files and directories a shown in Example 21, “ Creating soft-links”.
Make sure you don't omit the - s switch. Else you would create a hard-link.
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Example 21. Creating soft-links

$ In -s <sourcefil e> <linknane>

Replace <sour cef i | e> with the file or directory name of the item the link has to point to.
The name of thelink is specified by <I i nknanme>.

Whenusing the- | with|s, you will spot soft-links easily, as shown in Example 22, “ Spotting
soft-linkswith Is”.

Example 22. Spotting soft-linkswith Is

$1ls -l

total 72

STWr--r-- 1 jack j ack 6144 Jan 7 15:08 filel.txt

STWr--1-- 1 jack j ack 1024 Jan 7 15:07 filel2. txt

STWr--r-- 1 jack j ack 15360 Jan 7 15:07 filel3.txt

SrTWr--r-- 1 jack j ack 5120 Jan 7 15:07 file2.txt

| r wxr wxr wx 1 jack j ack 9 Jan 7 15:08 justalink -> filel.txt

Thelast line of the output clearly showsthat j ust al i nk isasoft-linktofil el. t xt.

Links can be removed using the rm command like regular files.

6. Processes

$ld: processes.xml 2331 2009-04-18 12:59:527Z rafi $

Every command that is started, isload into the memory by the kernel. The kernel is the thing
that handlesthe hardware and executes programs. When the command isloaded it got aprocess
identification (PID) assigned. The PID is unique within the operating system instance.

Most commands you will start, will only run for a certain time and then terminate, either be-
cause you requested so, or because their work is done. But there are processes that run in the
background as long as the operating system runs. They are called daemons. Web servers, for
instance, most like run as daemons.

Toseethelist of processesthat are running on your system, usethe command ps. On aFreeBSD
box invoke it using the ax options as shown in Example 23, “Output of the ps command on
FreeBSD”.
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Example 23. Output of the pscommand on FreeBSD
$ ps aux
PID TT STAT TI ME COMVAND
0 ?? DLs 0: 00. 04 [ swapper]]
1 ?? SLs 0: 00.02 /sbhin/init --
2 ??2 DL 0: 01.20 [g_event]
41 ?2? DL 0: 00. 04 [fdcO]
42 2? DL 0: 00. 05 [ pf purge]
43 ?? DL 0: 00. 01 [ pagedaenon]
44 2? DL 0: 00. 00 [ vndaenon]
45 2? DL 0: 00. 00 [ pagezer 0]
396 ?? Ss 0: 02. 52 /usr/sbin/ nmused -p /dev/uns0 -t auto -1 /var/run/nou
423 ?? s 0: 00. 00 /usr/sbin/noused -p /dev/unsl -t auto -1 /var/run/nou
471 ?? Is 0: 00. 00 /shi n/ devd
541 ?? DL 0: 00. 01 [accounti ng]
628 ?? Ss 0: 00. 09 /usr/sbin/syslogd -s
649 ?? Ss 0: 00. 02 /usr/sbi n/rpchbi nd
664 ?? Ss 0: 00. 05 /usr/ sbi n/ ypbi nd
692 ?? Ss 0: 00. 01 /usr/sbin/rpc.statd
699 ?? |Is 0: 00. 00 /usr/sbin/rpc.|ockd
The first column shows the PID of the processes. Processes in square brackets are kernel pro-
cesses (there is no command for them available, they were created directly by the kernel.

On Sun Solaris and Linux machines, you use the ps with the - ef , as shown in Example 24,
“Qutput of the ps command on Linux and Sun Solaris machines’.

Example 24. Output of the ps command on Linux and Sun Solaris
machines

$ ps -ef
ub PID PPID C STI ME TTY TI ME C\VD
r oot 0 0 0 10:12:53 ? 0: 43 sched
r oot 1 0 0 10:12:58 ? 0: 00 /sbin/init
r oot 2 0 0 10:12:58 ? 0: 00 pageout
r oot 3 0 0 10:12:58 ? 0: 16 fsflush
r oot 319 318 0 10:13:25 ? 0: 00 /usr/sadm | ib/snc/bi n/ sntboot
r oot 7 1 0 10:12:59 ? 0: 03 /Iib/svc/bin/svc.startd
r oot 9 1 0 10:13:00 ? 0: 10 /1ib/svc/ bin/svc. configd
r oot 529 510 0 10:13:34 ? 0: 00 /usr/openw n/ bin/fbconsol e -d
r oot 82 1 0 10:13:11 ? 0: 00 devfsadnd
r oot 255 1 0 10:13:24 ? 0: 00 /usr/lib/netsvc/yp/ypbind
j ack 668 653 0 10:17:40 ? 0: 00 / bin/ksh /etc/dt/config/ Xsess
r oot 275 7 0 10:13:25 ? 0: 00 /usr/lib/saf/sac -t 300
daenon 155 1 0 10:13:16 ? 0: 01 /usr/lib/rcap/rcapd

The first column holds the user name of the user that has started the command. The second
column shows the PID of the process.

Itispossibleto watch the processesin real time using thetop command on FreeBSD and Linux.
The top will also show their resource usage, such as cpu-time and memory consumption (see
Example 25, “Thetop on FreeBSD and Linux”). In order to leave top press q on the keyboard.
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Example 25. Thetop on FreeBSD and Linux

$ top
| ast pid: 13481; |oad averages: 0.14, 0.23, 0.18 up 0+02: 53:49 15:45:03
3 processes: 1 running, 2 sleeping

CPU. 0.8%user, 0.0%nice, 2. 6%system 0.2%interrupt, 96.4%idle
Mem 367M Active, 224M I nact, 98M Wred, 9564K Cache, 112M Buf, 800M Free
Swap: 3015M Total, 3015M Free

Pl D USERNANVE THR PRI NICE  SIZE RES STATE C TIME WCPU COVIVAND
13275 j oe 1 20 0 5504K 2524K pause 1 0: 00 0.00%tcsh
13281 j oe 1 44 0 3496K 1752K CPU1l 1 0: 00 0.00%top
13273 j oe 1 44 0 8332K 4032K select 0O 0: 00 0.00% sshd

Some Sun Solaris machines do not have the top. Use prstat instead as shown in Example 26,
“The prstat command on Sun Solaris’. Prstat will also stay running unlessyou pressthe g key.

Example 26. The prstat command on Sun Solaris

$ prstat
PID USERNAME SIZE RSS STATE PRI NI CE TI ME CPU PROCESS/ NLWP
19988 j ack 31M 25M sl eep 49 0 0: 00: 41 1.6% enmacs-gtk-22.1/1
511 jack 42M  80M run 58 0 0: 07: 03 1.3% Xorg/ 1
688 j ack 16M 10Msleep 49 0O 0:01:46 0.6%gkrelIm1
689 j ack 16M 10M sl eep 49 0 0: 01: 05 0.3% gkrel I m' 1
742 jack 144M  77M sl eep 59 0 0:03:54 0.3% firefox-bin/7

6.1. Terminating Processes

Sometimes it is necessary to terminate processes that got unresponsive or behave otherwise
oddly. On al UNIXes, the kill command can be used to send processes a signal to terminate.
Find out the PID of the process in question and use the kill command as shown below.

Example 27. Thekill command

$ kill <pid>

Replace <pi d> with the PID of the process. Sometimes you want to kill a process, you would
use then the additional - KI LL option.

Example 28. Using the - KI LL option

$ kill -KILL <pid>
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The difference between Kkill with and without the - KI LL option, isthat kill without that option
|ets terminate the process more gracefully, whereas kill with - KI LL kills the process without
mercy, so to speak.

If you happen to know the name of the command you want to terminate, you could use also
the killall command on Linux, or pkill on FreeBSD and Sun Solaris. They both take the name
of the process to terminate, and terminate all processes with that name (see Example 29, “ The
pkill and killall commands”).

Example 29. The pkill and killall commands
Use the pkill command on Sun Solaris and FreeBSD to kill processes with the same name.
$ pkill <procnane>

On Linux, you use the killall command.

$ killall <procnane>

Replace <pr ochane> with the name of the process to terminate. Y ou optionally could pro-
videthe - KI LL switch, in the same manner as with kill.

If you simply want to terminate the command you just started on the command line, you might
try pressing Ctrl+C. In most cases this will terminate the active command.

Please keep inmind, that you can only terminate or kill processesyou launched. Processesfrom
other users are protected from termination other than the“ owner” of the process. Asusual, root
isthe exception, it can terminate any process.

6.2. Job Control

The bash, ksh, and tcsh offer afeature called job control. Job control allowsto start more than
one command at atime from the command line. Job control isinvoked using either the & sign,
or by pressing Ctrl+Z. Using either way, you put the command in the background and you can
fire up anew command. The differenceis, that a command invoked with the & sign is running
in the background, whereas a command is suspended in the background when using Ctrl+Z.

Y ou use the & sign when starting a new command on the command line as shown in Exam-
ple 30, “ Starting a command in the background” . Simply but athe end of theline a &, and the
command is started in the background.

Example 30. Starting a command in the background

$ cp -r hugedir copyofhugedir

If you want to put the active command in background, press Ctrl+Z asin Example 31, “ Putting
the active command in the background”.
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Example 31. Putting the active command in the background

The example shows afile being edited in a text editor. By pressing Ctrl+Z, the text editor is
put in the background and the prompt appears.

use war ni ngs;
use List:: Uil '"shuffle';

# in mnutes
ny $SLEEP=3;
nmy $WVBETBG='/ opt/ csw/ bi n/ wnset bg' ;
nmy @l RECTORI ES= (
'/ mt / nmedi a/ backgr ound’

)
“chbg.pl" 45 |ines, 865 characters

Suspended
$

Note the Suspended notice. The command is still there, but it does not run.

A command that has been suspended with Ctrl+Z can beruninthe background calling bg right
after pressing Ctrl+Z as shown in Example 32, “Running a suspended job in the background”.
If you have more than one background processes, see first the output of the jobs command
(Example 33, “Using the jobs command”) and invoke bg with the job number.

A command suspended or running in the background can be brought back to the foreground
by calling fg. It uses the same syntax as bg.

Example 32. Running a suspended jab in the background

nZ

Suspended

$ bg

[2] cat &
$

Example 33. Using the jobs command

$ jobs

[1] Suspended vi chbg. pl
[2] - Suspended (tty input) cat

[3] + Suspended Is -R/

Use the number of the first column when you want to background or activate acommand using
bg or fg as shown below.

$ bg % <j obnun®
[...]

$ fg % <j obnun®»

Replace <j obnun® with the number obtained from jobs.
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7. Miscellaneous

$ld: misc.xml 2330 2009-04-17 15:45:527 rafi $

7.1. Reading Text Files

The easiest way to read text filesis by using either more or less. Instead of piping the output
from a command to them, you provide the file name of the file to be opened, as shown in
Example 34, “Reading text files with more or less’.

Example 34. Reading text fileswith moreor less

$ nore <fil ename>

Replace <f i | enane> with the file name of the file to be read. Y ou could use less instead
of more aswell.

7.2. Editing Text Files

This is a somewhat difficult topic. There are many good editors out there for UNIX, but it
heavily depends on the installation of the UNIX machine, which editors are available. No
doubt, the most (in)famous editors are Emacs and vi. On amost every UNIX system you will
find a sort of vi, but doing the most basic editing stuff can be anuisancein vi.

The text editor | recommend for newbies isjed. It is easy to learn and has a text menu. You
start jed by typing jed on the command line. Y ou can optionally provide the file to open right
away as argument to jed.

Jed isavailable for FreeBSD, Linux, and Sun Solaris, asfar as| know.

7.3. Printing

Thistopic | will cover briefly. Ask your system administrator for further assistance with this
topic.

7.3.1. Printing under FreeBSD

Y ou submit afile to print to the default printer by calling

$ Ipr <filename>

Replace <f i | enanme> with the file to print. Handling of different file types depends on the

configuration. So it may not be possible to print PDF files, for instance. If you are in doubt,
ask your system administrator for further help.
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If you want to see which files are in the print queue, call Ipqg

$ | pq
| p@va (originally hl5050) O jobs

Toremovethe currently active print job, typelpr m onthe command line. Y ou can only remove
jobs you sent to the printer, hence if you are the owner.

7.3.2. Printing under Linux and Sun Solaris

Submitting afile to the default printer is accomplished by issuing the following command
$ Ip <fil ename>

Replace <f i | ename> with the file to print. Handling of different file types depends on the
configuration. So it may not be possible to print PDF files, for instance. If you are in doubt,
ask your system administrator for further help.

If you want to see which files are in the print queue, call Ipstat

$ | pstat
Printer: |p@va 'hl 5050

Queue: no printable jobs in queue

Server: no server active

Status: job 'w | liam@enny+624' saved at 18:21:15.497

Rank Omner /1D Pr/ Class Job Files Size Tine
done william@enny+624 B/ penny.exanple.org 624 stdin 1502236 18: 20: 46

To remove the currently active print job, type cancel on the command line. You can only
remove jobs you sent to the printer, and thus you are the owner.

7.4. Search for Text in Files

The grep command letsyou search for text in files, or if you pipe output from other commands
to it, within that output. Grep uses very powerful regular expressions, but this topic is not
covered here. In its simplest form, it searches for just the text you specify as shown in Exam-

ple 35, “Using grep the easy way”.
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Example 35. Using grep the easy way

The - n option tells grep to print the line numbers the text has been found. If this option is
omitted, it simply prints the line containing the text.

$ grep -n '<searchstring> <filenane>

Replace <sear chst r i ng> with the text grep hasto look for (grep is by default case-sen-
sitive, so searching for Text isnot thesameast ext ). <fi | ename> isreplaced by thefile
grep has to search in. See below for a concrete example.

$ grep -n 'sec' unixsurvialguide.xnl

17:<!-- The sections -->

20: <! ENTI TY sec. conventi ons SYSTEM "t ypography. xm ">
21: <! ENTITY sec.term nal SYSTEM "term nal .xm ">

22: <! ENTI TY sec. user SYSTEM "user.xm ">

23: <! ENTI TY sec. commands SYSTEM "commands. xni ">

24: <IENTITY sec.fil esystem SYSTEM "fi |l esystem xm ">
25: <I ENTI TY sec. processes SYSTEM "processes. xm ">
26: <! ENTI TY sec. nisc SYSTEM "mi sc. xm ">

27: <! ENTITY sec.fdl SYSTEM "fdl-1.3.xm">

53: &sec.conventions

55: &sec.term nal

57: &sec. user

59: &sec. conmands

61: &sec.filesystem

63: &sec. processes

65: &sec.nisc

67: &sec. fdl

$

If you omit the file name, grep expectsto get itsinput fed from a pipe as shown Example 36,
“Grepping the standard output”.

Example 36. Grepping the standard output

This example shows how to search for a process name using grep. The ps command is ex-
plained in Section 6, “Processes’.

$ ps ax | grep 'ssh’

40009 ?? Ss 0: 00. 05 sshd: joe [priv] (sshd)
40011 ?? S 0: 00. 01 sshd: joe@typO (sshd)
40037 pO S+ 0: 00. 00 grep ssh

7.5. File Manager

Herel briefly introduce the GNU Midnight Commander, atext based file manager, that resem-
bles the Norton Commander for UNIX.

It runs on Sun Solaris, FreeBSD, and Linux. It makes the file and directory operation trivial.
See Figure 2, “The GNU Midnight Commander” for a screen shot of mc.
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Figure 2. The GNU Midnight Commander

Left File Command Opti ons Ri ght
T LY L V>+
| Narme Size | MTi e | ] Narre Size | MTi me |
| /. cache 18| Dec 16 12:18||/etc 251| Jan 7 10: 13|

|/.config 69| Dec 16 12: 18| |/export 4| Dec 3 21: 16|
| /. dbus 24| Apr 25 2008| | / hone 2| Jan 7 10: 13|
| /. dbus- keyri ngs 36| Jan 7 15:51||/ker nel 19| Dec 18 23: 11|
| /. desi gner 6| Dec 22 21:47||/lib 241| Dec 18 23: 14
| /. devsket ch 25| Dec 22 22:17| |/ mt 4| Jan 7 19: 37|
|/.dia 111| Dec 16 00: 22| |/ net 2| Nov 29 23:53|

I I
I I
I I
I I
I I
: :
I I
| /. dt | 4096| Dec 15 21:49| |/ opt [ 20| Dec 28 14:52|
I I
I I
I I
I I
I I
I I
I I

|/.emacs. d 79| Cct 23 21:17||/platform 5| Nov 29 23: 25|
| /. enlightennment 4096| Dec 15 21:48| |/ proc 130496| Jan 7 19: 42|
| /. fl uxbox 54| Dec 15 21:49||/rmdi sk 2| Jan 3 19:59|
|/.fontconfig 8192| Dec 7 10:39||/rpool 4| Dec 19 10: 46|
|/.gaim 82| Apr 22 2008||/sbin 52| Dec 4 22:59|
| /. gconf 44| Jan 7 10:17||/share 3| Dec 3 22: 38|
| /. gconfd 24| Jan 7 15:52||/system 4| Nov 29 23: 03]
= === ==-cccc--oomooccccc--------------- ddfe === == -cccccc--oooooccccc--—---------- +
| /. enlightenment | |/ proc |
o s s s o o o o oo e e e s +
Hi nt: Want your plain shell? Press C-o, and get back to MC with C o again.
jack@al m ~> 1A

1Hel p 2Menu 3View 4Edit 5Copy 6RenMov 7Mkdir 8Del ete 9Pul | Dn 10Qui t

If mcisinstalled, you may start it by typing mc on the command line. See Table 3, “Midnight
Commander keys’ for a short overview about the keys you can use with mc.

Table 3. Midnight Commander keys

Key Action

F1 Bring up a help window.

F2 Show the user customizable menu.

F3 View the currently selected file.

F4 Edit currently selected file.

F5 Copy the selected file or directory to thedirec-
tory active in the other pane.

F6 Move the selected file or directory to the di-

rectory active in the other pane. Can aso be
used to rename files.

F7 Create a new directory in the currently active
directory.

F8 Delete the selected file or directory.

F9 Activate the menu.

F10 Quit Midnight Commander.

Tab Switch to the other pane.

Insert Mark the currently selected entry.
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Key

Action

Ctrl+O

Switch to the shell. Press again to switch back
to Midnight Commander.

8. Command Glossary

$ld: cmdgloss.xml 2331 2009-04-18 12:59:52Z rafi $

A glossary of the command presented in this article. For detailed information about the com-
mands, refer to the manual pages of the respective command.

Switches enclosed in square brackets ([ ] ) are optional. If not stated otherwise, the commands
are available under FreeBSD, Linux, and Sun Solaris.

Glossary
b

cancel

cat

cd

Resumes asuspended command in the background. Available
only in shells that are capable of job control.

Related commands: fg, jobs.
Refer to Section 6.2, “ Job Control”.

Syntax.

bg [ % j obnuni

Replace j obnumwith the number of the suspended job to
put in background. See aso jobs. If you omit the number, the
last suspended command will be put in the background.

The cancel utility cancels print requests.
Related commands: Ip, Ipg, Iprm, Ipstat.

Refer to Section 7.3.2, “Printing under Linux and Sun So-
laris’.

Availability.  Linux, Sun Solaris

The cat utility reads files sequentialy, writing them to the
standard output.

Related commands: grep, sort.
Syntax.

cat file...

Cat processesthe files specifiedby fil e. ...

The cd utility changes the current directory.
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chgrp

chmod

chown

Related commands. mkdir, rmdir, pwd.
Refer to Section 5, “The File System”.

Syntax.

cd dirnane
Replacedi r name with either the absolute or relative path to
the directory to change to.

The chgrp command will set the group ID of the file named
by each file operand to the group ID specified by the group.
Y ou areonly alowed to changethegroupif you arethe owner
of thefile or directory.

Related commands; chown, chmod.
Refer to Section 5.4.1, “Commands’.

Syntax.
chgrp [-R] groupnane file...

Replace gr oupnanme by the name of the group. You
can specify one or more files or directories by replacing
file....Usngtheoptiona - R switch, it will recursively
change the group of a directory.

The chmod command assigns or changes permissions of a
file. You are only alowed to change permissions if you are
the owner of thefile or directory.

Related commands: chgrp, chown.
Refer to Section 5.4.1, “Commands’.

Syntax.
chnod [-R] node file...

Replace node with the numerical value as described in Sec-
tion 5.4.1, “Commands’. f i | e. . . can be replaced by one
or morefiles or directories. Use the - R switch to change per-
missions recursively in directories.

Setsthe owner of afile or directory. You are only alowed to
change the owner if you are the owner of thefile or directory.

Related commands: chgrp, chmod.

Refer to Section 5.4.1, “Commands’.
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cp

echo

fg

grep

Syntax.
chown [-R] usernane file...

Replace user nane with the name of theowner.fil e. ..
can be replaced by one or more files or directories. Usethe -
R switch to change the owner recursively in directories.

Copy files. Be careful, cp does not warn about overwriting
existing target files.

Related commands: Is, mv, rm.
Refer to Section 5.3, “File and Directory Commands”.

Syntax.
cp [-R] src... dest

cp copies the files specified as src. . . to the directory or
file specified by dest . If you want to copy entire directories,
use the - R option.

echo can be used to print a message or the content of a shell
variable to the screen.

Resumes asuspended command in theforeground, or bringsa
process running in the background to the foreground. Avail-
able only in shells that are capable of job control.

Related commands: bg, jobs.
Refer to Section 6.2, “Job Control”.

Syntax.
fg [%]jobnum

Replace| obnumwith the number of the suspended or in the
background running job to put in foreground. See also jobs.
If you omit the number, the last suspended or to background
sent command will be put to the foreground.

Grep searches the named input files (or standard input if no
files are named, or the file name - is given) for lines contain-
ing a match to the given patter. By default, grep prints the
matching lines.

Related commands:; cat, less, more, sort.

Refer to Section 4.1, “Piping”, Section 7.4, “ Search for Text
inFiles'.
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groups

jobs

Syntax.
grep [-n] pattern file...

The pat t ern may be a regular expression (not covered
here) or asimple string. The - n option tells grep to print out
the line number of matching line. Replacefi |l e. .. by one
or morefilesto search. If omitted, grep expectstheinput from
the standard input.

The command groups prints on standard output the groupsto
which you belong.

Related commands: id.
Refer to Section 3, “Users’.

Syntax.
groups [user...]

In addition to plainly call groups without option, you can
specify user names, for which the group membership should
be printed.

If no user nameis provided, theid utility writes the user and
group I Ds and the corresponding user and group names of the
invoking process to standard output.

Related commands: id.
Refer to Section 3, “Users’

Syntax.
id [user]

If you don't specify an user name, your user and group id
are printed. You can aternatively provide a user name asthe
[ user] option, in which case you see the user and group id
of that user.

When job control is enabled, jobs reports al jobs that are
stopped or executing in the background.

Related commands: bg, fg.
Refer to Section 6.2, “ Job Control”.

Syntax.

j obs
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kill

killall

less

Thekill utility sendsasignal to the process or processes spec-
ified by each PID operand. Y ou can only send signalsto pro-
CESSes you own.

Related commands: killall, pkill.
Refer to Section 6.1, “Terminating Processes’.

Syntax.
Kill [-KILL] pid

The pi d isthe PID of the processes to which the terminate
signal issent. If the- KI LL optionis provided, thekill signal
instead of the terminate signal is sent.

Thekillall utility killsprocesses sel ected by name, as opposed
to the selection by PID as done by kill. You can only send
signals to processes you own.

Related commands: Kill, pkill.

Refer to Section 6.1, “Terminating Processes”.

Syntax.

killall [-KILL] procnane

Thesyntax isthe sameaswithKill, but it takes a process name
instead of aPID.

Availability.  Linux, FreeBSD

L essisaprogram similar to mor e,but which allows backward
movement in the file as well as forward movement.

Related commands: cat, more.
Refer to Section 4.3, “Pagers’.

Syntax.
less [fil enane]

Iffil enanme isomitted, lessexpectstheinput from the stan-
dard input.

Ln creates linksto files and directories.
Related commands: cp.

Refer to Section 5.5.2, “Links”.
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logout

Syntax.

In -s file |inknanme

Replacef i | e with the file or directory name of which you
want to createthelink to. | i nknane isthe name of thelink,
as, for instance, seen by Is.

Terminate alogin shell.
Refer to Section 2.1, “ The Shell”

Syntax.

| ogout
Thelp utility submits print requests to a printer.
Related commands: cancel, Ipq, Ipr, Iprm, Ipstat.

Refer to Section 7.3.2, “Printing under Linux and Sun So-
laris’.

Syntax.

Ip [-d dest] [file...]

Replacefi | e. . . withthefilestoprint. If omitted, it expects
the input from the standard input. The-d dest option can
be used to specify a printer other than the standard printer. If
omitted, the standard printer is used.

Availability.  Linux, Sun Solaris

The Ipq utility displays the information about the contents of
aprint queue.

Related commands: cancdl, Ip, Ipr, Iprm, Ipstat.
Refer to Section 7.3.1, “Printing under FreeBSD”

Syntax.
I pg [-P queue]

Printsthe jobsin the print queue. Y ou can specify the printer
queueto list withthe- P queue option.

Availability.  FreeBSD
The lpr utility submits print requests to a printer.

Related commands:. cancdl, Ip, Ipg, [prm, Ipstat.
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Iprm

Ipstat

Refer to Section 7.3.1, “Printing under FreeBSD”.

Syntax.
lpr [-P printer] [file...]

Replacefi | e. . . withthefilestoprint. If omitted, it expects
the input from the standard input. The- P pri nt er option
can be used to specify aprinter other than the standard printer.
If omitted, the standard printer is used.

Availability.  FreeBSD

The lprm utility removes print job from the print queue.
Related commands: cancdl, Ip, Ipq, Ipr, Ipstat.

Refer to Section 7.3.1, “Printing under FreeBSD”.

Syntax.
Ipr [-P printer]

Removes your last submitted print job from the print queue
of the default printer. Y ou can specify the print queue with -
P printer option.

Availability.  FreeBSD

Thelpstat utility displaysinformation about the current status
of the printer queue.

Related commands. cancd, Ip, Ipq, Ipr, lprm.

Refer to Section 7.3.2, “Printing under Linux and Sun So-
laris’.

Syntax.

| pst at
Availability.  Linux, Sun Solaris

For each file that is a directory, Is lists the contents of the
directory.For each file that is an ordinary file, Is repeats its
name and any other information requested.

Related commands:
Refer to Section 5.2, “The s Command”.

Syntax.
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man

mkdir

more

s [-1] [-a] [-d] [-h] [file...]

Caledwithnofil e. .. argument, Isliststhe content of the
current working directory. The -1 option generates a long
list containing the permissions, owner, group owner, size, last
modified date, and file name. The - a make |s show also hid-
den files. The - h displays the file sizes in human readable
format. The - d option advisesIsto not dive into directories,
but instead print the information of the directory in question.

The man command displays information from the reference
manuals. It displays complete manual pages that you select
by name.

Related commands; whatis.
Refer to Section 4.2, “Man Pages’.

Syntax.  On FreeBSD and Linux:
man [ secnuni comrand

On Sun Solaris

man [-s secnunj command

Y ou can request the manual page from a specific section by
providing the secnumoption.

The mkdir command creates the named directory.
Related commands: rmdir.
Refer to Section 5, “The File System”.

Syntax.

nkdi r dirnane

You can create only new directories in directories you have
write access to the parent directory.

The more utility isafilter that displays the contents of atext
file on the terminal, one screenful at a time. It pauses after
each screenful. more then prints- - Mor e- - .

Related commands: less.
Refer to Section 7.1, “Reading Text Files'.

Syntax.

nore [file...]
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mv

passwd

pkill

prstat

If you omit thefil e... option, more expects the input
from the standard input.

The mv utility moves the file named by the source operand
to the destination specified by the target. Source and target
file may not have the same name. If target does not exist, mv
creates afile named target. If the target file exists, its contents
are overwritten. If the target file is a directory, the source is
moved to that directory.

Related commands: cp, rm.
Refer to Section 5, “The File System”.

Syntax.

m/ source... destination

The passwd command changes the password associated with
the user's login name.

Related commands:
Refer to Section 3, “Users”.

Syntax.

passwd

The pkill utility kills processes selected by name, as opposed
to the selection by PID as done by kill. You can only send
signal s to processes you own.

Related commands: kill, killall.

Refer to Section 6.1, “ Terminating Processes”

Syntax.

pkill [-KILL] procname

Thesyntax isthe sameaswith kill, but it takesaprocessname
instead of aPID.

Availability.  Sun Solaris, FreeBSD

Theprstat utility iteratively examines all active processes on
the system and reports statistics.

Related commands: ps, top.

Refer to Section 6, “Processes”.
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Ps

pwd

rm

Syntax.

pr st at
Availability.  Sun Solaris

The ps command prints information about active processes.
Related commands: prstat, top.

Refer to Section 6, “Processes”.

Syntax.  On Sun Solaris and Linux

ps [-e] [-f]

On FreeBSD

ps [a][X]

The pwd utility writes an absolute path name of the current
working directory to standard output.

Related commands: cd.

Refer to Section 5, “The File System”

Syntax.
pwd

The rm utility removes the directory entry specified by each
file argument. You can only remove files if you have write
access to their parent directory.

Related commands: cp, mv, rmdir.
Refer to Section 5, “The File System”.

Syntax.
rm[-r] file...

Removes the file(s) specified by the fil e... argument.
Y ou can recursively delete files and directories by providing
the - r option. Warning! You must be careful using the - r

switch of rm. It deletes everything in the directory specified
including sub-directories without any confirmation question,
such as known by Microsoft operating systems. So you once
fired on the wrong directory, you have little chance of stop-
ping it. Especially since the rm command deletesthe filesfor
real, and does not move them to some recycle bin or trashcan,
where you can salvage the files from.
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rmdir

sort

The rmdir command removes empty directories.
Related commands: mkdir.

Refer to Section 5, “The File System”.

Syntax.

rdi r di rnane

The sort command sorts lines of al the named files together
and writes the result on the standard output.

Related commands: cat, grep.
Refer to Section 4.1, “Piping”.

Syntax.

sort [file...]
If youomitfil e. .. sortexpectstheinput fromthestandard
input.

ssh (Secure Shell) isaprogram for logging into aremote ma-
chinelt providesasecure encrypted communi cations between
two untrusted hosts over an insecure network. X11 connec-
tions can aso be forwarded over the secure channel.

Related commands:

Refer to Section 2, “The Terminal”, Appendix A, X Window
System.

Syntax.

ssh [-X] user name@ost

Replace user nanme with your user name on the remote host
and host with the remote host name. If X forwarding isen-
abled on the remote host, the - X enables the client to alow
them.

The su command allows one to become another user without
logging off.

Related commands:
Refer to Section 3, “Users”.

Syntax.

su [-] [usernane]
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top

whatis

which

who

If the user nane is omitted, the default user isroot. The -
makes the user switch behave like alogin.

Top displays the processes on the system and periodically
updates this information.

Related commands: ps, prstat
Refer to Section 6, “Processes’.

Syntax.  On Linux
top [-d sec]
On FreeBSD

top [-s sec]

The- d or - s take the update frequency in seconds.
Availability.  Linux, FreeBSD

Whatis looks up a given command and displays the header
line from the manual section.

Related commands: man, which.
Refer to Section 4.2, “Man Pages’.

Syntax.

whati s command

Which takes a list of names and looks for the files which
would be executed had these names been given as commands.
Each argument is searched for along the user's PATH envi-
ronment variable.

Related commands; whatis.
Refer to Section 4, “Commands”.

Syntax.

which file...
The who command lists the logged in users on the system.
Related commands:

Refer to Section 3, “Users”.

Syntax.
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who

9. References

$ld: references.xml 1413 2009-01-09 21:29:27Z rafi $

9.1. FreeBSD

* FreeBSD web site [http://www.freebsd.org]
» The FreeBSD Handbook [http://www.freebsd.org/doc/en/books/handbook/]

9.2. Sun Solaris

* Sun Solaris web site [http://www.sun.com/software/solaris/]

» Solaris 10 User Callection [http://docs.sun.com/app/docs/coll/8.457=en]

9.3. Linux

* TheLinux Documentation Project [http://www.tldp.org]
» Debian Linux distribution [http://www.debian.org]

« The Debian Reference [ http://www.debian.org/doc/manual s/reference/index.en.html]

Ubuntu Linux distribution [http://www.ubuntu.com].

Ubuntu Help [https://hel p.ubuntu.com/].

* CentOS Linux distribution [http://www.centos.org/]

9.4. Miscellaneous

e Unix History [http://www.levenez.com/unix/]

* UNIX Tutorial for Beginners [http://www.ee.surrey.ac.uk/Teaching/Unix/]

A. X Window System

The X Window System is the base of most graphical user interfaces (GUI) on UNIX systems.
It provides the facilities used by window managers such as WindowMaker, Fvwm, €tc.

The window manager is responsible for drawing window decorations and make windows re-
sizable and movable. Without a window manager, you wouldn't be able to position your win-
dows on the screen.
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Desktop systems such as GNOME and KDE have their own window managers along with
additional utilities and tools. See Figure A.1, “Screenshot of GNOME” for a screenshot of
GNOME running on a OpenSolaris box (OpenSolarisis an offspring of Sun Solaris).

Figure A.1l. Screenshot of GNOME
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A screenshot of a GNOME session on a OpenSolaris box.

UNIX enables you to start an X application on a remote host and display the window of the
application on your local host. The prerequistes for doing so are

1. the remote host has the application in question installed.
2. an ssh server is running on the remote host allowing X forwarding.
3. you arelogged into an X session on your local host and have an ssh client installed.

Giventheabove prerequisitesare met, you can use the ssh command as shownin Example A. 1,
“Using ssh to start X applications on aremote host”.

Example A.1. Using ssh to start X applications on a remote host

$ ssh -X joe@al ma. exanpl e. org
Passwor d:
$ xterm
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In the above example, you would start an xterm (a termina in a window). Replace
j oe@al ma. exanpl e. or g with your user name and the corresponding host. The - X tells
the ssh client to accept X forwarding.

B. GNU Free Documentation License

Version 1.3, 3 November 2008
Copyright (C) 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. http://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way to get credit for their
work, while not being considered responsible for modifications made by others.

ThisLicenseisakind of "copyleft”, which means that derivative works of the document must
themselves be freein the same sense. It complements the GNU General Public License, which
isacopyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing the
same freedoms that the software does. But this License is not limited to software manuals; it
can be used for any textual work, regardless of subject matter or whether it is published as a
printed book. We recommend this License principally for works whose purpose is instruction
or reference.

1. APPLICABILITY AND DEFINITIONS

ThisLicense appliesto any manual or other work, in any medium, that contains anotice placed
by the copyright holder saying it can be distributed under the terms of this License. Such a
notice grants aworld-wide, royalty-free license, unlimited in duration, to use that work under
the conditions stated herein. The "Document”, below, refers to any such manual or work. Any
member of the public is alicensee, and is addressed as "you". Y ou accept the license if you
copy, modify or distribute the work in away requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion
of it, either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section” is a named appendix or a front-matter section of the Document that
deals exclusively with the relationship of the publishers or authors of the Document to the
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Document's overall subject (or to related matters) and contains nothing that could fall direct-
ly within that overall subject. (Thus, if the Document is in part atextbook of mathematics, a
Secondary Section may not explain any mathematics.) The relationship could be a matter of
historical connection with the subject or with related matters, or of legal, commercial, philo-
sophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being
those of Invariant Sections, in the notice that says that the Document is released under this
License. If a section does not fit the above definition of Secondary then it is not allowed to be
designated as Invariant. The Document may contain zero Invariant Sections. If the Document
does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License. A
Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readabl e copy, represented in afor-
mat whose specification is available to the general public, that is suitable for revising the doc-
ument straightforwardly with generic text editors or (for images composed of pixels) generic
paint programs or (for drawings) somewidely available drawing editor, and that is suitable for
input to text formatters or for automatic trandation to a variety of formats suitable for input
to text formatters. A copy made in an otherwise Transparent file format whose markup, or ab-
sence of markup, has been arranged to thwart or discourage subsequent modification by read-
ersisnot Transparent. An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD,
and standard-conforming simple HTML, PostScript or PDF designed for human modification.
Examples of transparent image formats include PNG, X CF and JPG. Opaque formats include
proprietary formats that can be read and edited only by proprietary word processors, SGML
or XML for which the DTD and/or processing tools are not generally available, and the ma-
chine-generated HTML, PostScript or PDF produced by some word processors for output pur-
poses only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as
are needed to hold, legibly, the material this License requires to appear in the title page. For
worksin formats which do not have any title page as such, "Title Page" means the text near the
most prominent appearance of the work'stitle, preceding the beginning of the body of the text.

The "publisher" means any person or entity that distributes copies of the Document to the
public.

A section "Entitled XY Z" means a named subunit of the Document whose title either is pre-
cisaly XYZ or contains XY Z in parentheses following text that translates XY Z in another lan-
guage. (Here XY Z stands for a specific section name mentioned below, such as "Acknowl-
edgements’, "Dedications’, "Endorsements”*, or "History".) To "Preserve the Title" of such a
section when you modify the Document means that it remains a section "Entitled XYZ" ac-
cording to this definition.
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The Document may include Warranty Disclaimers next to the notice which states that this
Licenseappliesto the Document. These Warranty Disclaimersare considered to beincluded by
referenceinthisLicense, but only asregards disclaiming warranties: any other implication that
these Warranty Disclaimers may haveisvoid and has no effect on the meaning of thisLicense.

2. VERBATIM COPYING

Y ou may copy and distribute the Document in any medium, either commercially or noncom-
mercially, provided that this License, the copyright notices, and the license notice saying this
License applies to the Document are reproduced in al copies, and that you add no other con-
ditions whatsoever to those of this License. Y ou may not use technical measures to obstruct
or control the reading or further copying of the copies you make or distribute. However, you
may accept compensation in exchange for copies. If you distribute a large enough number of
copies you must also follow the conditionsin section 3.

You may aso lend copies, under the same conditions stated above, and you may publicly
display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the
Document, numbering more than 100, and the Document'slicense notice requires Cover Texts,
you must enclose the copies in covers that carry, clearly and legibly, al these Cover Texts:
Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers
must also clearly and legibly identify you as the publisher of these copies. The front cover
must present the full title with all words of the title equally prominent and visible. Y ou may
add other material on the covers in addition. Copying with changes limited to the covers, as
long as they preserve the title of the Document and satisfy these conditions, can be treated as
verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first
ones listed (as many asfit reasonably) on the actual cover, and continue the rest onto adjacent

pages.

If you publish or distribute Opague copies of the Document numbering more than 100, you
must either include a machine-readable Transparent copy along with each Opaque copy, or
state in or with each Opague copy a computer-network location from which the general net-
work-using public has access to download using public-standard network protocols acomplete
Transparent copy of the Document, free of added material. If you use the latter option, you
must take reasonably prudent steps, when you begin distribution of Opague copiesin quantity,
to ensure that this Transparent copy will remain thus accessible at the stated location until at
least oneyear after thelast time you distribute an Opague copy (directly or through your agents
or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to givethem achanceto provide you with an updated
version of the Document.
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4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of
sections 2 and 3 above, provided that you release the Modified Version under precisaly this
License, with the Modified Versionfilling the role of the Document, thuslicensing distribution
and modification of the Modified Version to whoever possesses a copy of it. In addition, you
must do these things in the Modified Version:

A.Usein the Title Page (and on the covers, if any) atitle distinct from that of the Document,
and from those of previousversions (which should, if therewere any, belisted inthe History
section of the Document). Y ou may use the samettitle as a previous version if the original
publisher of that version gives permission.

B. List onthe Title Page, as authors, one or more persons or entities responsible for authorship
of the modifications in the Modified Version, together with at least five of the principal
authors of the Document (all of its principal authors, if it has fewer than five), unless they
release you from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, asthe publisher.
D. Preserve al the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright
notices.

F. Include, immediately after the copyright notices, alicense notice giving the public permis-
sion to use the Modified Version under the terms of this License, in the form shown in the
Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts
given in the Document's license notice.

H. Include an unaltered copy of this License.

|. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at
least thetitle, year, new authors, and publisher of the Modified Version asgiven ontheTitle
Page. If there is no section Entitled "History" in the Document, create one stating the title,
year, authors, and publisher of the Document as given on its Title Page, then add an item
describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public accessto a Trans-
parent copy of the Document, and likewise the network locations given in the Document
for previous versions it was based on. These may be placed in the "History" section. You
may omit a network location for a work that was published at least four years before the
Document itself, or if the original publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements® or "Dedications’, Preserve the Title of the
section, and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.
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L. Preservedll the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M.Delete any section Entitled "Endorsements'. Such a section may not be included in the
Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements” or to conflict in title with
any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Sec-
ondary Sections and contain no material copied from the Document, you may at your option
designate some or all of these sections as invariant. To do this, add their titles to the list of
Invariant Sectionsin the Modified Version's license notice. These titles must be distinct from
any other section titles.

Y ou may add asection Entitled " Endorsements”, provided it contains nothing but endorsements
of your Modified Version by various parties--for example, statements of peer review or that
the text has been approved by an organization as the authoritative definition of a standard.

Y ou may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25
words asaBack-Cover Text, to theend of thelist of Cover Textsinthe Modified Version. Only
one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through
arrangements made by) any one entity. If the Document already includes a cover text for the
same cover, previously added by you or by arrangement made by the same entity you are acting
on behalf of, you may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use
their names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in the
combination al of the Invariant Sections of all of the origina documents, unmodified, and
list them all as Invariant Sections of your combined work in its license notice, and that you
preserve al their Warranty Disclaimers.

The combined work need only contain one copy of thisLicense, and multipleidentical Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the
same name but different contents, make the title of each such section unique by adding at the
end of it, in parentheses, the name of the original author or publisher of that section if known,
or else aunique number. Make the same adjustment to the section titlesin the list of Invariant
Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original
documents, forming one section Entitled "History”; likewise combine any sections Entitled
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"Acknowledgements’, and any sections Entitled "Dedications’. You must delete al sections
Entitled "Endorsements’.

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under
this License, and replace the individual copies of this Licensein the various documents with a
single copy that isincluded in the collection, provided that you follow the rules of thisLicense
for verbatim copying of each of the documentsin all other respects.

Y ou may extract a single document from such acollection, and distribute it individually under
thisLicense, provided you insert acopy of thisLicenseinto the extracted document, and follow
thisLicensein all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPEN-
DENT WORKS

A compilation of the Document or its derivatives with other separate and independent docu-
ments or works, in or on a volume of a storage or distribution medium, is called an "aggre-
gate" if the copyright resulting from the compilation is not used to limit the legal rights of the
compilation's users beyond what the individual works permit. When the Document isincluded
in an aggregate, this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 isapplicableto these copies of the Document, thenif
the Document islessthan one half of the entire aggregate, the Document's Cover Texts may be
placed on covers that bracket the Document within the aggregate, or the electronic equivalent
of coversif the Document isin electronic form. Otherwise they must appear on printed covers
that bracket the whole aggregate.

8. TRANSLATION

Trandation is considered a kind of modification, so you may distribute translations of the
Document under theterms of section 4. Replacing Invariant Sectionswith trand ationsrequires
specia permission from their copyright holders, but you may include trandations of some
or al Invariant Sections in addition to the original versions of these Invariant Sections. Y ou
may include a tranglation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English version of this
License and the original versions of those notices and disclaimers. In case of a disagreement
between the trandlation and the original version of this License or a notice or disclaimer, the
original version will prevail.

If a section in the Document is Entitled "Acknowledgements’, "Dedications’, or "History",
the requirement (section 4) to Preserveits Title (section 1) will typically require changing the
actua title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly pro-
vided under this License. Any attempt otherwise to copy, modify, sublicense, or distribute it
isvoid, and will automatically terminate your rights under this License.

However, if you ceaseall violation of thisLicense, then your licensefrom aparticular copyright
holder isreinstated (a) provisionally, unlessand until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder failsto notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your licensefrom aparticular copyright holder isreinstated permanently if the copy-
right holder notifies you of the violation by some reasonable means, thisis the first time you
have received notice of violation of this License (for any work) from that copyright holder,
and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. If your rights have been terminated
and not permanently reinstated, receipt of a copy of some or al of the same material does not
giveyou any rightsto useiit.

10. FUTURE REVISIONS OF THIS LI-
CENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documen-
tation License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns. See http://www.gnu.org/
copyleft/.

Each version of the Licenseisgiven adistinguishing version number. If the Document specifies
that a particular numbered version of this License "or any later version" applies to it, you
have the option of following the terms and conditions either of that specified version or of any
later version that has been published (not as a draft) by the Free Software Foundation. If the
Document does not specify a version number of this License, you may choose any version
ever published (not as a draft) by the Free Software Foundation. If the Document specifies
that a proxy can decide which future versions of this License can be used, that proxy's public
statement of acceptance of a version permanently authorizes you to choose that version for
the Document.

11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") meansany World Wide Web server
that publishes copyrightable works and also provides prominent facilities for anybody to edit
those works. A public wiki that anybody can edit is an example of such aserver. A "Massive
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Multiauthor Collaboration™ (or "MMC") contained in the site means any set of copyrightable
works thus published on the MMC site.

"CC-BY-SA" means the Creative Commons Attribution-Share Alike 3.0 license published by
Creative Commons Corporation, anot-for-profit corporation with aprincipal place of business
in San Francisco, California, as well as future copyleft versions of that license published by
that same organization.

"Incorporate" meansto publish or republish aDocument, in whole or in part, as part of another
Document.

An MMC is"€eligible for relicensing” if it is licensed under this License, and if al works that
were first published under this License somewhere other than this MMC, and subsequently
incorporated in whole or in part into the MMC, (1) had no cover texts or invariant sections,
and (2) were thus incorporated prior to November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY -
SA on the same site at any time before August 1, 2009, provided the MMC is dligible for
relicensing.

ADDENDUM: How to use this License
for your documents

To use this License in a document you have written, include a copy of the License in the
document and put the following copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document under
the terms of the GNU Free Documentation License, Version 1.3 or any lat-
er version published by the Free Software Foundation; with no Invariant Sec-
tions, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license
isincluded in the section entitled "GNU Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
"with...Texts." line with this:

with the Invariant Sectionsbeing LIST THEIR TITLES, with the Front-Cover
Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three,
merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examplesin parallel under your choice of free software license, such asthe GNU Genera
Public License, to permit their use in free software.
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